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Abstract. SMEs are vital to the global economy, yet their adoption of state-of-
the-art technologies is hindered by ad-hoc data management practices and limited
access to high-quality datasets. This paper proposes a structured approach to
overcoming these barriers through sector-specific data ecosystems. The approach
includes a data maturity upgrading service designed to enhance SMEs data
capabilities and an integrated infrastructure with governance mechanisms to
support ecosystem development. By promoting collaboration and scalability,
these ecosystems facilitate SME access to data-driven services, fostering digital
transformation. The study highlights the importance of business, social, and
technical considerations in enabling SMEs to harness the potential of data
ecosystems for sustainable technological advancement.
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1 Introduction

Small and medium enterprises (SMEs) are pivotal in the global economy, representing
over 90% of businesses worldwide. Their ability to adopt advanced technologies such
as Artificial Intelligence and Machine Learning is often hindered by limitations in data
accessibility, management, and quality because the effectiveness of these technologies
is intrinsically dependent on the quality, volume, and available context-relevant data to
train and customize these systems. While larger organizations often have mature data
management (DM) processes to support these requirements, SMEs face significant
challenges in implementing such processes and systems [2, 6, 9]. These barriers stem
from the immaturity of DM processes, limited access to high-quality datasets, and
resource constraints that hinder the development of scalable data-drive solutions such
as Al [1-3]. Consequently, the data-dependent nature of Al systems disproportionately
benefits organizations with more advanced digital infrastructures, potentially widening
the gap between larger corporations and smaller enterprises, exacerbating digital
inequalities across sectors and regions.

In this paper, we explore how platform-provided services integrating sectorial data
ecosystems - can bridge this gap by offering SMEs access to contextually relevant data
through standard robust processes. By providing the technological and business
infrastructure for shared ecosystems of data-rich services while ensuring factors such



as data sovereignty and trust between actors, the platform can provide the tools as
services to address the resource and process deficiencies of smaller businesses. By
leveraging these services, SMEs can more effectively deploy data-driven tools, further
driving the gaining of insights for operational efficiency and innovation.

We outline the framework for developing sectorial data ecosystems and detail how this
framework is being explored. The insights presented are expected to inform academic
discourse and practical implementations, paving the way for future research into the
development of sectorial, data-driven services. In conclusion, the proposed framework
aims to provide access to data-driven tools for SMEs and serve as a catalyst for
innovation, ensuring sustainable growth and resilience in a rapidly digitalizing
economy.

2 State of the Art

The European data strategy aims to position the EU as a leading, secure, and dynamic
data-driven economy. To support this goal, IDSA introduced a federated technical
architecture for trusted data exchange, Data Spaces (DS), ensuring data security and
sovereignty for all providers [11]. Originating in computer science in 2005, DS was
conceptualized as an alternative to traditional databases, allowing data coexistence
without full physical or semantic integration [7]. Over time, DS evolved into a
collaboration-focused framework for achieving shared goals [11]. DS operates without
a central data store; instead, data is exchanged directly between Providers and
Consumers. The Federator plays a key intermediary role, offering services such as data
cataloguing, brokering, and sovereignty enforcement to ensure trust among participants
[11]. From a technical perspective DS rely on three building blocks: data
interoperability, data sovereignty, and data value creation [9]. Materialized in
components such as network protocols or middleware components, these elements
enable the implementation of the technical architecture of a data space and enable the
integration of different systems.

These developments notwithstanding, without proper framework, DM becomes
uncoordinated, leading to inconsistencies in data handling and an inability to retain the
value of constructs such as data spaces. Inadequate Data Governance can disclose
organizations to non-existent standards and policies, exposing them to data breaches
resulting in financial wastage [12].

The literature on DM maturity is vast, providing methodologies that focus on Data
Governance, Data Quality, and many others. Moreover, scholars consider that
technology maturity assessments should consider the organization’s strategy,
emphasizing digital and DM strategies, which can profit from the definition of tailor-
made roadmaps [13].

In summary, by using DS, companies, and institutions could take advantage of the
benefits of digitization without increasing their risks. It accomplishes this by leveraging
a trustworthy architecture for DM with standards for sovereignty and secure data
exchange (Otto 2022) [11].



3 A Platform for Sectorial Ecosystem Services

Data has, for a long time been the lifeblood of enterprises. At the core of every business
process, every business relies on data to conduct its day-to-day activities and keep up
with the current (often required) pace of innovation. However, the reality is that only a
small percentage of industrial data is currently used in ways that add value to
businesses, especially in medium to long time frames [5, 15].

The vision developed in this paper supports the development of sectorial data
ecosystems to facilitate enterprise data exchanges in secure, trusted, and semantically
interoperable environments. We adopt a perspective in which the elevation of a sector’s
data management maturity is crucial for the generation of value for the individual
organizations and, therefore, the sector as a whole. In this sense, we define a bottom-
up approach where supporting organizations in adapting internal processes and
information systems to allow for an active (and value-added) participation in data
ecosystems from both business, social and technical perspectives.

While this bottom-up approach tackles the individual organizations that compose the
different sectorial ecosystems, on a long-term perspective and including a top-down
strategy, it will generate a network of federated sectorial ecosystems, managed and
orchestrated by Ecosystem Owners that enable a more intelligent and trusted exchange
of data among organizations.

In figure 1, in line with the literature highlighted in section 2, we distil the necessary
development dimensions of our vision into: (1) the business and social elements,
corresponding to the development of data maturity advancing services; (2) the
governance characteristics of the sectorial ecosystems; and (3) the technical elements
that bring the previous two together to provide the infrastructure for the ecosystem. In
the remainder of this section, we detail the activities in these three dimensions.

Enterprise characterization Ownership structure
Governance & data quality requirements Value-creating streams & mechanisms
Business process intervention Complementor control & autonomy
Data Maturity Services Development (Sector) Ecosystem Development

Business & Social Elements Governance Elements
-
s~/
Technical Elements

Tools definition & instantiation

Metric & measures definition

Fig. 1 Ecosystem Design Elements

4 A Platform for Sectorial Ecosystem Services

Organizations need help in making sense of the increasing volume of industrial data. In
our bottom-up approach is important to note that the actions highlighted bellow are to



be initially implemented on an individual enterprise scale, but with an intent on having
an effect on the entire sector [1]. In this sense, for the characterization of each step, we
highlight the importance for both perspectives.

The first step in our vision is to characterize the company and its position in its activity
sectors. At an individual level, a characterization that encompasses current information
(intensive) systems and business processes accompanied by an assessment of the
maturity of the associated data is crucial for adapting governance models aligned with
the industry’s needs [10]. From a sectorial perspective, the characterization and
assessment of collective challenges, the strategic and regulatory context and data-
sharing requirements allow for the development of structures that facilitate the
integration of the various actors.

When using the ecosystem metaphor for business contexts keystone organizations are
a crucial building block. [1, 8] explain keystone actors have the potential of increasing
an ecosystem’s productivity by simplifying the complex task of connecting network
participants to one another or making the creation of new products by third parties more
efficient. This contextualization of an organization, when relative an ecosystem may
support developers in ensuring a fit for several other organizations in the same
ecosystem and serve as support for its growth. After the initial characterization, the next
step involve the definition of governance and data quality requirements [1, 6, 9].
Defining how data is accessed, managed and shared, to ensure security and regulatory
compliance [1, 9] is a the core of data management processes and systems that enable
organizations to extract value from their data sustainably and over time [6]. In contrast,
at the sector level, shared standards, interoperability guidelines and trust rules should
be implemented to encourage collaboration. Ensuring data quality - through accuracy,
reliability and consistency - increases confidence in data-driven decision-making.
Reference models, such as DAMA-DMBOK, provide structured methodologies that
SMEs can adapt to sector-specific governance needs, reinforcing standardization and
interoperability in sector ecosystems [4].

The final step integrates the previous steps by intervening in business processes to
create value. At the individual company level, this step implements the integration of
data governance into decision-making workflows and operational processes. From a
sectorial perspective, there is expected to be greater alignment in inter-company
business processes since the actors have updated their processes to incorporate
governance and data quality requirements. The updated processes following the good
practices and sectorial characterization and context previously surveyed and analyzed.
In short, these actions ultimately strive to upgrade data management maturity to a
degree where active business processes can actively benefit from the ingestion and
supplying of data from participating ecosystems.

Ecosystem Development

Adopting the building blocks of platform bound ecosystems defined in section 2, we
envision a ecosystem where (1) activities include sharing and consuming of sector
relevant datasets and the creation and use of data-centric and added-value services that
leverage the ecosystem’s user base and technical elements; (2) actors become the



companies that comprise each sector and other elements on the sector’s value-chain,
such as RTOs, cluster management structures, or relevant service providers; and (3) the
DS becomes the data-level architectural framework that enables the envisioned
functionalities.

Governance in the DS reference architecture revolves around ownership, control
structures, and value-creation mechanisms.

The DS reference architecture, built on a federated model, places the Federator as
provider of complementary services of varying importance (Otto 2022), and sets the
tone for the ownership structure of the ecosystem data. Ownership is crucial in
governance [14], ranging from decentralized models that empower participants to
centralized, rigidly controlled federated systems.

Value-creation strategies and mechanisms are equally critical. While the ecosystem
facilitates data transactions, how complementary services interact with this core value
proposition is crucial to enable it as a source of innovation [16]. Well-structured
boundary resources, such as APIs, are essential, along with services ensuring semantic
interoperability across industrial systems.

Control mechanisms shape the platform’s initial setup and evolution. Owners
traditionally exert control through gatekeeping, process regulation, and performance
metrics [14]. Additionally, informal mechanisms such as shared norms and values help
influence ecosystem behavior.

Technical Elements

Configuring and instantiating technical elements is essential for the ecosystem’s
foundational infrastructure. Technical specifications must align with DM requirements
and the governance model. Key considerations include (1) designing the core platform
with its functionalities and services and (2) integrating boundary resources to facilitate
interactions among participants. Metrics also play a crucial role in platform and
ecosystem evolution over the medium and long-term time frames. [14] describe how
metrics such as "synergy", "plasticity", "mutation" and "envelopment" highlight how
the focus on both internal and external environment are crucial to ensure that platform
and ecosystem remain consistent over time in ensuring that offered functionalities are

aligned with actors’ expectations and the ecosystems’ evolving needs.

5 Use Cases

The development of the vision detailed in the previous sections is enabled by ongoing
work in several use cases, from different research projects across various industries. In
this section we describe the ongoing work on three such projects that implement DS as
their core ecosystem infrastructure: "TexP@ct" and "tExtended" for the textile sector,
highlighting how the business, social, governance and technical perspective was
essential for the tackling of the sector’s digitization challenges; and "CircThread", for
the iterative nature of the business, governance and technical elements of our vision.
The findings are summarized in Table 1.

The tExtended is a European project aiming to improve the circular economy in the
textile sector by developing recycling solutions to add value to textile waste. Among



these, a traceability system has been developed so as to capture and store data in circular
value chains about who has done what, when, where, and why on each company
involved in a supply chain. On a different scope, TexP@ct is a Portuguese project
designed to drive the digital transition within the national textile and clothing sector.
While working of different scales of implementation, both projects faced similar
challenges in integrating digital solutions in current business processes and systems,
and in enabling semantic interoperability between the ecosystem.

Early in tExtended’s initial stages of company characterization and data governance
definition for supply chain actors, it was highlighted that ensuring the participation of
all companies would prove challenging, particularly due to the high number of involved
SMESs with lower technological maturity. To tackle these challenges, the deployed DS
communication component was extended, to allow ecosystem complementors
(software providers) to create services that allow for the integration of current
information systems directly with the ecosystem, avoiding any additional
implementation efforts. Similar efforts were devoted in TexP@ct, where four
Portuguese industry ERP providers collaborated in a standardized framework based on
the eBiz standard language. Pilot users were engaged to identify relevant processes and
based on these insights, providers adapted their ERP to implement the eBiz standard.
In this sense, the projects are enabling semantic interoperability across the supply chain
of the textile sector.

Table 1. Use case challenges and developed solutions

Business & Social Governance Elements Technical Elements
Elements
How to ?nsure all Identify systems and Provide complementors with Wor‘k with software pr9v1ders
companies are able . to directly enable solutions for
processes for enabling tools to enhance DS

to participate in the the supply chain companies

automated data exchange communication

ecosystem?

How to ensure . Work with software providers
. Identify data . . .
semantic . Provide standard framework to directly enable solutions for

. e . requirements across . . .
interoperability in based on the eBiz language the supply chain companies

the ecosystem? processes and systems

How to enforce Identify data sharin Extend base DS components
access control in & Define and enforce data sharing  to allow for usage control

. . i ts and . . .
some data existing requirements an policies and control mechanisms based on defined policies
in the DS? establish policies

From the appliance industry the CircThread project aims at improving the circularity
of home appliances. To this end, a per product Digital Product Passport was created to
provide public information to end-users, encouraging them to contribute appliance
usage data (e.g., the number of cycles in a washing machine). Supporting services such
as a a Meta-Data Catalogue are being designed to support the sharing of product life-
cycle data between value chain participants, such as recyclers and manufacturers, in
order to improve data-driven decision making. During the business and governance
design phases, relevant challenges were found: even among the supply chain



participants, some information, such as product certification, and product repair
manuals, must stay semi-private. To tackle this challenge, additional policies and
features were introduced to the DS. These guarantee that the data owner retains
complete control over its data, preventing unauthorized access and maintaining data
sovereignty by controlling how long and with whom its data is shared.

6 Conclusions

As data becomes ever more crucial for powering decision-making processes and to
ignite innovation activities, inefficiencies in how it is managed and missing
opportunities for data use also become more costly. In this paper we highlight how
sectorial platform-driven ecosystems can be designed to allow for SMEs and other
organizations to derive value from available data, by working on elevating the relevant
data maturity competences. We highlight how a business, social and technical-oriented
approach is crucial for this development’s success. From the business and social
perspective, we focus on (1) the upgrading of DM processes and practices based on
standard good practices in a way that allows SMEs to derive additional value from
already existing data and data available on the ecosystem and (2) on the ecosystem-
building activities, essential for the sustainability of the platform and the platform-
provided services. For the technical components, we describe a Data Space-based (IDS)
technical architecture, emphasizing the requirements for data sovereignty and trust as
core elements for designing digital platforms that can serve as catalysts for SME
transformation in increasingly data-driven sectors. Finally, we highlight how this vision
is already being applied in on ongoing I&D projects for Portuguese and European
industries, helping in the solving of challenges faced by organization in the textile and
consumer appliance industries.
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